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Preface

Certified Information System Auditor (CISA) is one of
the most sought-after courses in field of auditing, control, and
information security. CISA is a globally recognized certification
that validates your expertise and gives you the leverage you
need in order to advance in your career. CISA certification is
key to a successful career in IT.

CISA certification can showcase your expertise and assert your
ability to apply a risk-based approach to planning, executing,
and reporting on projects and engagements. It helps to gain
instant credibility as regards your interactions with internal
stakeholders, regulators, external auditors, and customers.

As per ISACA's official website (www.isaca.orq), the average salary
of a CISA holder is USD110,000 +.


http://www.isaca.org/

Who this book is for

If you are a passionate auditor, risk practitioner, IT
professional, or security professional, and are planning to
enhance your career by obtaining a CISA certificate, this book

is for you.



What this book covers

cnapter 1, Audit Planning, deals with the audit processes,

standards, guidelines, practices, and techniques that an IS
auditor is expected to use during audit assignments. An IS
auditor must have a detailed knowledge of IS processes,
business processes, and risk management processes in order to
protect an organization's assets.

chapter 2, Audit Execution, covers project management

techniques, sampling methodology, and audit evidence
collection techniques. It provides details regarding data
analysis techniques, reporting and communication techniques,
and quality assurance processes.

chapter 3, IT Governance, provides an introduction to IT

governance and aspects related to IT enterprise governance.
Enterprise governance includes the active involvement of
management in IT management. Effective IT governance and
management involves an organization's structure as well as IT
standards, policies, and procedures.

chapter 4, IT Management, walks you through various aspects of

designing and approving IT management policy and effective
information security governance. It will also teach you to audit
and evaluate IT resource management, along with services



provided by third-party service providers, while also covering
IT performance monitoring and reporting.

chapter s, INformation Systems Acquisition and Development,

provides information about project governance and
management techniques. This chapter discusses how an
organization evaluates, develops, implements, maintains, and
disposes of its information systems and related components.

cnapter 6, INformation Systems Implementation, covers various

aspects of information systems implementation. The
implementation process comprises a variety of stages,
including system migration, infrastructure deployment, data
conversion or migration, user training, post-implementation
review, and user acceptance testing.

chapter 7, INformation Systems Operations, explains how to

identify risk related to technology components and how to
audit and evaluate IT service management practices, systems
performance management, problem and incident management
policies and practices, change, configuration, release and patch
management processes, and database management processes.

chapter 8, Business Resilience, covers all aspects of the business

impact analysis, system resiliency, data backup, storage and
restoration, the business continuity plan, and disaster recovery
plans.



chapter 9, INformation Asset Security and Control, provides

information about the information security management
framework, privacy principles, physical access and
environmental controls, and identity and access management.

chapter 10, Network Security and Control, provides an

introduction to various components of networks, network-
related risks and controls, types of firewalls, and wireless
security.

cnapter 11, Public Key Cryptography and Other Emerging

Technologies, details various aspects of public key
cryptography, cloud computing, virtualization, mobile
computing, and the Internet of Things.

chapter 12, Security Event Management, looks in depth at how to

evaluate an organization's information security and privacy
policies and practices. It also discusses various types of
information system attack methods and techniques, and covers
different security monitoring tools and techniques as well as
evidence collection and forensics methodology.

To get the most out of this book

This book is aligned with ISACA's CISA Review Manual and
covers all the topics that a CISA aspirant needs to understand
in order to pass the CISA exam successfully. The key aspect of



this book is its use of simple language, which makes this book
ideal for candidates with non-technical backgrounds. At the
end of each topic, key pointers from the CISA exam perspective
are presented in table format. This is the unique feature of this
book. It also contains 850 plus exam-oriented practice
questions. The questions are designed in consideration of the
language and testing methodology used in an actual CISA
exam. This will help any CISA aspirant to face the CISA exam
with increased confidence. For more practice questions along
these lines, please refer t0 wow.cisaexanstuay. con.

Download the colorimages

We also provide a PDF file that has color images of the
screenshots/diagrams used in this book. You can download it
here:

https://static.packt-cdn.com/downloads/9781838989583 ColorImages.pdf

Conventions used

There are a number of text conventions used throughout this
book.

Bold: Indicates a new term, an important word, or words that
you see on screen. For example, words in menus or dialog
boxes appear in the text like this. Here is an example:
"Electromagnetic Interference (EMI): EMI generally


http://www.cisaexamstudy.com/
file:///tmp/calibre_4.21.0_tmp_NGyZ55/EFlDhf_pdf_out/OEBPS/_ColorImages.pdf

results from electric storms or noisy electrical equipment. EMI
may result in system corruption or damage."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of
this book, mention the book title in the subject of your message

and email us at customercarelpacktpub.com.

Errata: Although we have taken every care to ensure the
accuracy of our content, mistakes do happen. If you have found
a mistake in this book, we would be grateful if you would report
this to us. Please visit wow.packtpub. com/support/errata, S€lecting your

book, clicking on the Errata Submission Form link, and
entering the details.

Piracy: If you come across any illegal copies of our works in
any form on the internet, we would be grateful if you would
provide us with the location address or website name. Please
contact us at copyrigntepackt.con With a link to the material.


https://www.packtpub.com/support/errata

If you are interested in becoming an author: If there is a
topic that you have expertise in, and you are interested in
either writing or contributing to a book, please visit authors.pacxtp

ub.com.

Reviews

Please leave a review. Once you have read and used this book,
why not leave a review on the site that you purchased it from?
Potential readers can then see and use your unbiased opinion
to make purchase decisions, we at Packt can understand what
you think about our products, and our authors can see your
feedback on their book. Thank you!

For more information about Packt, please visit packt . con.
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Section 1: Information System
Auditing Process

This part contains 21 percent of the CISA exam, approximately
32 questions.

This part contains the following chapters:

e chapter 1, Audit Planning

e chapter 2, Audit Execution



Audit Planning

An audit plan is a step-wise approach to be followed to conduct
an audit. It helps to establish the overall audit process in an
effective and efficient manner. An audit plan should be aligned
with the audit charter of the organization. To plan an audit, the
IS auditor is required to have a thorough understanding of
business processes, business applications, and relevant
controls. Audit planning includes both short- and long-term
planning.

The following topics will be covered in this chapter:

The content of an audit charter

Audit planning

Business process applications and controls

Types of controls

Risk-based audit planning

Types of audit and assessment

The content of an audit charter

An internal audit is an independent activity and it should
ideally be reported to a board-level committee. In most



organizations, the internal audit function reports to the audit
committee of the board. This helps to protect the independence
of the audit function.

The independence of the audit function is ensured through a
management-approved audit charter.

The following figure shows the features of an audit charter:

Approved by
Top
Management

Authority and
Responsibility
of Audit
Function

Static
Document

AUDIT CHARTER

The CISA candidate should note the following features of the
audit charter:

e An audit charter is a formal document defining the
internal audit's objective, authority, and responsibility.



The audit charter covers the entire scope of audit
activities.

An audit charter must be approved by top management.

An audit charter should not be changed too often and
hence procedural aspects should not be included in it.
Also, it is recommended to not include a detailed
annual audit calendar including things such as
planning, the allocation of resources, and other details
such as audit fees, other expenses for the audit, and so
on in an audit charter.

An audit charter should be reviewed annually to ensure
that it is aligned with business objectives.

Essentially, an auditor's activities are impacted by the charter

of audit department, which authorizes the accountability and

responsibility of the audit department.

An audit charter includes the following:

The mission, purpose, and objective of the audit
function

The scope of the audit function
The responsibilities of management
The responsibilities of internal auditors

The authorised personnel of the internal audit work



If an audit is outsourced to an audit firm, the objective of the
audit, along with its detailed scope, should be incorporated in

an audit engagement letter.

An audit charter forms the basis of structured audit planning.
Activities relevant to audit planning are discussed in the next
topic.

Key aspects from CISA exam perspective

The following table covers important aspects from the CISA
exam perspective:

CISA questions Possible answers
Who should approve
the audit charter of an = Senior management
organization?
What should the The scope, authority, and
content of an audit responsibilities of the audit

charter be? function



What is the prime To understand the authority and
reason for review of responsibility of individuals
an organization chart?

The actions of an IS
auditor are primarily ~ Audit charter
influenced by

Which document

provides the overall

authority for an Audit charter
auditor to perform an

audit?

What is the primary The audit function must be
reason for the audit independent of the business
function directly function and should have direct
reporting to the audit  access to the audit committee of
committee? the board

Self-evaluation questions



1. An audit charter should be approved by:

1. Higher management

2. The head of audit

3. The Information Security department
4. The project steering committee

2. The audit charter should:

1. Be frequently upgraded as per changes in
technology and the audit profession

2. Incorporate yearly audit planning

3. Incorporate business continuity requirements

4. Incorporate the scope, authority, and
responsibility of the audit department

3. The prime objective of an audit charter is to:

1. Document the procedural aspect of an audit

2. Document system and staff requirements to
conduct the audit

3. Document the ethics and code of conduct for the
audit department

4. Document the responsibility and authority of the
audit department



4. The document that delegates authority to the
audit department is:

1. The audit planner

2. The audit charter

3. The IT policy

4. The risk assessment and treatment document

5. The prime reason for the review of an
organization chart is to:

1. Get details related to the flow of data

2. Analyze the department-wise employee ratio

3. Understand the authority and responsibility of
individuals

4. Analyze department-wise IT assets

6. An IS auditor would be primarily influenced by:

1. The charter of the audit department

2. The representation by management

3. The structure of the organization

4. The number of outsourcing arrangements

7. Which of the following is the result of a risk
management process?



1. A corporate strategic plan

2. A charter incorporating the audit policy
3. Decisions regarding the security policy
4. Outsourcing arrangements

8. Which of the following should be included in an
audit charter?

1. Annual audit planning

2. The audit function's reporting structure
3. Guidelines for drafting audit reports

4. An annual audit calendar

9. The scope, authority, and responsibility of the
IS audit function is defined by:

1. The approved audit charter

2. The head of the IT department

3. The operational head of the department
4. The head of audit

10. Which of the following functions is governed by
the audit charter?

1. The information technology function
2. The external audit function
3. The internal audit function



4. The information security function

11. Which of the following covers the overall
authority to perform an IS audit?

1. The audit scope with goals and objectives
2. Management's request to perform an audit
3. The approved audit charter

4. The approved audit schedule

12. The audit function should be reported to the
audit committee of the board because:

1. The audit function has few resources

2. The audit function must be independent of the
business function and should have direct access
to the audit committee of the board

3. No other function should use the resources of
the audit function

4. The audit function can use their own authority
to complete the audit on a priority basis.

13. The best objective for the creation of an audit
charter is to:

1. Determine the audit resource requirements



2. Document the mission and long-term strategy of
the audit department

3. Determine the code of conduct for the audit
team

4. Provide the authority and responsibility of the
audit function

Audit planning

CISA aspirants should understand the following important
terms before reading about the different aspects of audit
planning;:

e Audit universe: An inventory of all the
functions/processes/units under the organization.

e Qualitative risk assessment: In a qualitative risk
assessment, risk is assessed using qualitative
parameters such as high, medium, and low.

e Quantitative risk assessment: In a quantitative risk
assessment, risk is assessed using numerical
parameters and is quantified.

e Risk factors: Factors that have an impact on risk. The
presence of those factors increases the risk, whereas the
absence of those factors decreases the risk.



All of the preceding elements are important prerequisites for
the design of a structured audit plan. Next, let's discuss the
benefits of a structured and well-designed audit plan.

Benefits of audit planning

Audit planning is the initial stage of the audit process. It helps
to establish the overall audit strategy and the technique to
complete the audit. Audit planning aids in making the audit
process more structured and objective oriented.

An audit plan helps to identify and determine the following
aspects:

The objectives of the audit

The scope of the audit

The periodicity of the audit

The members of the audit team

The method of audit

The following are some of the benefits of audit planning:

o It helps the auditor to focus on high-risk areas

e It helps in the identification of resource requirements to
conduct the audit



e It helps to estimate the budget for the audit

o It helps to carry out audit work in a defined structure,
which ultimately benefits the auditor as well as the
auditee units

Selection criteria

An IS auditor should have a sufficient understanding about the
various criteria for the selection of audit processes.

One of the criteria for audit planning is to have an audit
universe. All of the significant processes of the enterprise's
business should be included in the audit universe.

Each business process may undergo a qualitative or
quantitative risk assessment by evaluating the risk in respect to
relevant risk factors. Risk factors influence the frequency of the
audit. After the risk is evaluated for each relevant factor,
criteria may be defined to determine the risk of each process.
The audit plan can then be designed to consider all the high-
risk areas.

Reviewing audit planning

This audit plan should be reviewed and approved by top
management. Generally, approval is obtained from the audit
committee of the board.



The audit plan should be flexible enough to address the change
in risk environment (that is, new regulatory requirements,
changes in the market condition, and other risk factors).

The approved audit plan should be communicated promptly to
the following groups:

e Senior management
e Business functions and other stakeholders

e The internal audit team

Individual audit assighments

The next step after doing the overall annual planning is to plan
individual audit assignments. The IS auditor must understand
the overall environment under review. While planning an
individual audit assignment, an IS auditor should consider the
following:

Prior audit reports

Risk assessment reports

Regulatory requirements

Standard operating processes

Technological requirements



Like every other process, the audit process will also have some
input and output. The following diagram will help you to
understand input and output elements of the audit process:

-ldentify and review

-Knowledge of ;

organization's policy, standard,

objectives, purpose quideline Audit Report
and process -Set audit scope Uit Reports
-Knowledge of Risk Analysis

regulatory -Develop audit

requirements approach

-Resources

-Logistics I \ i \ )

Figure 1.3 — Audit process flow

For effective audit planning, it is of utmost importance that the
IS auditor has a thorough understanding of business process
applications and controls. The basic architecture of some of the
commonly used applications and their associated risks are
discussed in the next topic.

Key aspects from CISA exam perspective



The following figure covers important aspects from the CISA

exam perspective:

CISA questions

What is the first step in
risk-based audit planning?

What is a major benefit of
risk-based audit planning?

What is the first step to
conduct a data center
review?

Possible answers

To identify areas of high
risk

The utilization of resources
for high-risk areas

What is the first step to
conduct a data center
review?

Self-evaluation questions

1. Which of the following is the first step in risk-
based audit planning?



1. To identify the requirements of relevant
stakeholders

2. To identify high-risk processes in the company

3. To identify the budget

4. To identify the profit function

2. Which of the following is a major advantage of a
risk-based approach to audit planning?

1. Advance communication of the audit plan

2. Completion of the audit exercise within the
allotted time and budget

3. The collection of audit fees in advance

4. Optimum use of audit resources for high-risk
processes

3. Which of the following should be the first
exercise while reviewing data center security?

1. The evaluation of the physical security
arrangement

2. The evaluation of vulnerabilities and threats to
the data center location

3. The evaluation of the business continuity
arrangement for the data center

4. The evaluation of the logical security
arrangement



4. Which of the following is the most important
aspect of planning an audit?

1. Identifying high-risk processes

2. Identifying the experience and capabilities of
audit staff

3. Identifying control testing procedures of the
audit

4. Determining the audit schedule

Business process applications
and controls

Working knowledge of the business environment and business
objectives is required to plan a risk-based audit. The IS auditor
should have a sufficient understanding of the overall
architecture and technological specifications of the various
applications used by the organization and the risks associated
with those applications.

In understanding the issues and current risks facing the
business, the IS auditor should focus on the areas that are most
meaningful to management. To effectively audit business
application systems, an IS auditor is required to gain a
thorough understanding of the system under the scope of the
audit.



The following are some of the widely used applications in
business processes. The CISA candidate should be aware of the
risks associated with each of them.

E-commerce

Let's start with understanding how e-commerce works:

 Single-tier architecture runs on a single computer, that
is, a client-based application

e Two-tier architecture includes a client and server

» Three-tier architecture consists of the following:

o A presentation tier (for interaction with the
user)

e An application tier (for processing)

e A data tier (for the database)

The risks are as follows:

» A compromise of confidential user data
e Data integrity issues due to unauthorized alterations

e The system being unavailable may impact business
continuity



e The repudiation of transactions by either party

The IS auditor's roles are as follows:

e To review the overall security architecture related to
firewalls, encryption, networks, PKI to ensure
confidentiality, integrity, availability, and the non-
repudiation of e-commerce transactions

e To review the process of log capturing and monitoring
for e-commerce transactions

e To review the incident management process

e To review the effectiveness of the controls implemented
for privacy laws

e To review anti-malware controls

e To review business continuity arrangements

Electronic Data Interchange (EDI)

Let's start with understanding how EDI works:

e EDI is the online transfer of data or information
between two enterprises.

e EDI ensures an effective and efficient transfer platform
without the use of paper.



e The traditional exchange of paper documents between
organizations has been replaced with EDI platforms.

o EDI applications contain processing features such as
transmission, translation, and the storage of
transactions flowing between two enterprises.

e An EDI setup can be either traditional EDI (batch
transmission within each trading partner's computers)
or web-based EDI (accessed through an internet service
provider).

The risks are as follows:

» One of the biggest risks applicable to EDI is transaction
authorization.

e Due to electronic interactions, no inherent
authentication occurs.

e There could be related uncertainty with a specific legal
liability when we don't have a trading partner
agreement.

e Any performance-related issues with EDI applications
could have a negative impact on both parties.

e Other EDI-related risks include unauthorized access,
data integrity and confidentiality, and the loss or
duplication of EDI transactions.



The IS auditor's roles are as follows:

e To determine the data's confidentiality, integrity, and
authenticity, as well as the non-repudiation of
transactions

e To determine invalid transactions and data before they
are uploaded to the system

e To determine the accuracy, validity, and reasonableness
of data

e To validate and ensure the reconciliation of totals
between the EDI system and the trading partner's
system

The IS auditor should determine the use of some controls to
validate the sender, as follows:

1. The use of control fields within an EDI message
2. The use of VAN sequential control numbers or reports
3. Acknowledgment transactions with the sender

The auditor should also determine the availability of the
following controls:

Control requirements for inbound transactions:

e Alog of each inbound transaction on receipt



Segment count totals built into the transaction set
trailer

Checking digits to detect transposition and
transcription errors

Control requirements for outbound transactions:

Transactions to be compared with the trading partner's
profile

Proper segregation of duties for high-risk transactions

Alog to be maintained for outbound transactions

EDI audits also involve the use of audit monitors (to capture

EDI transactions) and expert systems (to evaluate

transactions).

Point of Sale (POS)

Let's start with understanding how POS works:

Debit and credit card transactions are the most
common examples of POS.

Data is captured at the time and place of sale.

The risks of this are as follows:
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